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Fiddler = 7HQl PC | ¥ EE}I2 X2} Internet AO|OA] EHMst= R E HTTPOS)EZHE S ZAG|
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HTTP Debugging Proxy O|C}.

=cl0|E

1.2. =4 AX]
28l : http://www.telerik.com/fiddler

A FAZ2 PEHSIMAM 2EZ0| Free Download 2 =0 ZFL|C}. "Built for .NET 4", "Built

for .NET 2"2| LR 2E7} 2 7kX| EXfetL|CE 2212 HFE0| .Net Framework 4.x O] AX||0f
A2 ™ "Download Fiddler4"E = 2!, .Net Framework 2.x 7} &X|Z|0] /2™ "Download
Fiddler2"E Z&/510{ AX[StA|H ELCH
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http://www.telerik.com/fiddler

Download Fiddler

Choose your download based on the version of the NET Framework
installed on your PC. Users of Windows 8+ should choose Fiddler4.

Built for .NET 4

@ Download Fiddler4

Version 4.4.5.9, EXE, 786 KB
Released on January 2, 2014

Built for NET 2

@ Download Fiddler2

Version 2.4.5.9, EXE, 758 KB
Released on January 2, 2014

CH22EE SIAM 2XE TASHAIE FLIL

You must agree to this license before installing.

By using this software and any updates to it, you indicate your acceptance of
these terms. If you do not accept these terms, do not install or use the
software.

The software (Fiddler Web Debugger) and any updates to it are provided “as
|is™ and you bear the risk of using it. In no event shall Telerik or I, Eric
Lawrence, be liable for any consequential, spedal, incddental or indirect
damages of any kind arising out of the delivery, performance or use of this
software, This software was written with care, but no one warrants that the
software is error-free. Your sole remedy for any failure or any form of
damage caused by this software is a full refund of the license fee I have
received from you, which in all cases is &0.

Cancel [Jan-02-14] w4.4.5.9




I Select the directory to install Fiddler:

Destination Folder

::: tProgram Files (x86)WFiddler2

Space required: 2. 5MB
Space available: 17.0GB

214194459

[Jan-02-14] w4.4.5.9




Host URL

@ 200 HTP fidder2.com  /UpdateCheck.aspxsBeta=False
€2 200 HTTP www.naver.com [

HM 2=

2210| 1 E of A7}
237} SEHS oM

Fi 2 Mo 55

€¥24 200 HTTP nvl.ad.naver.com [adshow?unit=002AGSrrefreshx =0

nv2.ad.naver.com /adshow?unit=002AK8rvefreshx =0
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@ swtsss | B inepectors # AutoResponder & Composer 5 Fddersaot
Request Count: 1 A
Sytes Sent: 291 (headers:291; body:0)

Bytes Received: 828 (headers:287; body:541)

ACTUAL PERFORMANCE

sy 0000 RS

HEISE N ZAL, Ml
hdEjg, 27, Q& Ad g

Overall Elapsed:
so7ls=As

RESPONSE BYTES (by Content-Type)

text/plain: 541
~headers~: 287

ESTIMATED WORLOWIDE PERFORMANCE

The following are VERY rough estimates of download times when hitting servers
pased in WA, USA.
US west Coast (Modem - 6KB/sec)
RTT: 0.10s
Elapsed: 0.10s
Japan / Northern Europe (Modem)
TT: 0.155
Elapsed: 0.15s
China (Modem)
TT: 0.455
Elapsed: 0.455
US west Coast (DSL - 30KB/sec)
TT: 0.10s
Elapsed: 0.10s
Japan Northern Europe (DSL)
RTT: 0.155

Elapsed: 0.15s

oEd F8 s



2 Cef2
- W Mol 2z A
- C}
- CHYst 22j0|olE g HAIR MO M7 s

o
= MY HoH 24

= Egm 7|2 230 2|Z 0
= 2E HTTP(s) E2iT 4K
» NMo IZ2 HHE

= WNE EY 2

2
z
_|
kL
[n
o
i)
>
U
u
m
it
1=
U
i
o3

T
{0
x Q@ 0

i
']
-l
©
g
1o
or
I=
Hu
=]
e}
o

= HTTP &% AlE2f0|M
- HTTP 7HAI PN Y.S IE=1Ye]]

o MM EE

ozt
-
0x

= HTTPGs) 2
-2 A
- B0 43

= HTTP(s) REOIL} SE =¥

= EEi HTTP(s) E2fHel Al=20]H

ot AILE(B =R PC, Mac, 2HIE 7|7] S)0AM EHZE Ezf

|
=



2. BLIEE 3 EcfH

kA

At

2.1. BL|IET

os2E M= F12 2 £27Lt File > Capture Traffic 2 22/otH EfE HHE DALt
Aals o~ ot

t Rules Too

&8 Wing Config ) 43 Replay X~ b Resume  $§ Stream [ Decode | Keep: All sessions ~ € Any Process 33 Find [l Save I8} (@) @ Browse - Q& Clear Cache i

s

# Result Protocol Host URL # Composer s FiddlerSaipt Filters [ Log "= Timeline
@) statstics % Inspectors 4 AutoResponder

N3 3% oiEte HE N HEE HeE 4+ Utk
464 200 HTTPS play.google.com Jflog?format=json&u
B> 466 200 HTTPS www.googleapis.com foauth2/v2/IssueToken
= )
[j Capturing| = All Processes 1/474 https: //mail.naver.co
4964 200 HTTPS play.google.com /log?format=json&u
466 200 HTTPS www.googleapis.com Joauth2/v2/IssueToken
= :

= All Processes 1/474 https: //mail.naver.com/js
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File Edit Rules Tools View Help

rainbow-us.mythings.com

HTTP static.ak. facebook.com Icmnectlxd ammpfv’vumn =27
HTTP rmoeoo mvlfmgs com /ax mx?.mk-zzss lmuskveﬂm
1 frc oen "

HTTP wohew mv!hnw com /sehgoogd aspx?puns-aamk-zzx

Jpixel?id =%20 18057748t = 28piggybac
[pixel?id=%2018057748¢=28pi0gybac
N2fcexposer [SIG=164ba3cou/*http%
[pixel?id=%2018057748t=28piggybac

ad.yieldmanager.com
ad. yieldmanager.com

cookex.amp. yahoo.com
ad. yieldmanager .com
ad.

com

foms/v12esig= 111767
[setgoogid. aspx?xid =7SHZ Y LICK INW
[seg?add=3467518redr =http%3A%2

cookiem-geo-p.mythings.com
ib.adnxs.com

ices.com

ums. adtechus.com

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

/mapuserdproviderid=1015;userid=CA

Ol LI2tRUCH

g | = Tmeine
# AutoResponder

. nfo.php
302 2d.360yield.com /match?publisher_dsp_id=538external
302 r.openx.net /set?pid=7027d86¢-893¢-980d-013d-
202 g.adnxs.com /bounce?%2Fseg%Fadd% 30346751
302 www.google.com  /ads/userdists/1005351440/Mabel=_8
200 static.ak. facebook.com /connect/xd_arbiter.php?version=27
02 www, ices.com /
302 www.google.com  /ads/user dists/1005351440/7ct_cookie.
07 HTTP aspx?atok 01
4 3
ot= & o1FCIo| |0 Q= AL ofzf 2lo| w7t HtAZE FEI elALlo|
gZIp S HTTP QIZAE0| & A= EF ol 132 7t A== E—|°E elA 0
L
off M| ! Ct.
File Edit Rules Tools View Help
%8 Wing Config () % Replay X+ b Resume | § Stream [fili Decode | Keep: All sessions ~ @ Any Process 44 Find [l Save | i) () @ Browse + Gk Clear Cache z
= Result Protocol Host URL Al composer | G Fiddersaipt | [ Fiters | [l log | = Timeine |
@72 200 HrP cf4.thefancy.com  /310/2013 @ statistics 1% Inspectors |
HTTP rainbow-us. mythings.com  /c. a,ox’ulokxz.% 100-us Headers | TextView | SyntaxView | WebForms | Hexview | Auth | Cookies |
HTTP static.ak. facebook.com  fconnect/xd_arbiter php?version=27 Raw sON | v |
HTTP ¥ 4 Jois 2236-100- 2
HTTP nrmwwf'\":ﬁ:‘g‘uf? tic_gen/_ui ””iﬁ B kRaw ] {Hencar Detnifonal
i cocke-tn.uiyiinesicon - fviopogh o GET /pixtrk 742,192902,479078,193006,479644,476218,4
HTTP fbrainbowus-va-p.mything fopix.aspx?atol Client N . = (al
HTTP forainbowus-ca-p.myth fopix. a Accept: text/html, 9,%/"a=08
HTTP ad.yieldmanager. com /;-xdw-sszuwosnm-zauwm Accept-Encoding: gzip, deflate
HTTP ad.yieldmanager.com [pixel7d=%2018057748t=28pggybac ACERPEUROUROR: b0 %0010 200,80 Uai0 0.5 01
g ’ User-Agent: Mozila/5.0 (Windows NT 6.2; WOW64; rv:23.0) Gecko/20100101 Firefox/23.
HTTP cookex.amp.yahoo.com /v2/cexposer/SIG=164badcou/*http% N o secimm sa i v X ) 2 it
HTTP ad.yieldmanager.com /pixel?id=%2018057748t="
HTTP ad.yieldmanager.com /fams/v17esig=1~449e9d. ~ = -
HTTP cookiem-geo-p.mythings.com  /setgoogid.aspx?xid=75H; ZI Ol'z .E. H | | P ol q E-I 6H11|
HTTP b.adnxs.com [segPadd=3467518redr H=S © 1o
HTTP Www
HTTP
F 4E0) HTTP image2. L 2
:{” ::‘T el b i Response is encoded and may need to be decoded before inspection. Click here to transfor
o2 20 TP deliver jon =€
[Me3 302 HTTP 2d.360yield.com /nmdn?p.m d5p_id=538extemal ot ot T il
[V 94 302 HTTP r.openx.net  Jset?pid=7027d86¢-893¢-980d-013d-2 WebView | Auth Caching | Cookies | Raw JSON | XML
&5 HTTP thefanc: 2 _uifimage: ct
Eos 00 HTTP set?pid
M7 302 HTTP g.adnxs.com Mme’%m%?add%!)m?ﬂ
e 32 W www.google.com /ads/user-lists/ 1005351440/ Aabel=_8. L] Chinked Tranefer-Encoding Hen
€999 200 HTTP static.ak. facebook.com | _arbiter,php: 27 HTTP Ce
& 100 200 ,1v 1005351440/ abel=_8 O3 46 Compreamin
TP
> (®) GZIP Encoding
AW, Aw:.nlﬁoﬁvai
/adsluser%ssl 1005351440/ 2ct_¢ coohe
cookie-us.mythings.com _/pixtrk.aspx?at




SyntaxView 7|52 HTML, Script, CSS, 2|2 XML S& Highlighted iZ=LC}. SyntaxView
7ls2 AMEDHY| flshMe otz 12 ut 20| Download & HX|SiF=H EICE

IIGetSyntax\ﬁewI Transformer | Headers | TextView | ImageView & HexView = WebView | Auth Caching | Cookies = Raw JSON
XML

The SyntaxView Inspector displays syntax-highlighted HTML, Script, CSS, and XML, If vou're a web
developer, vou'll want this add—-on.

|Down|oad and Install SyntaxView now,,,|

Learn more about Inspector add-ons,,,

Remove this page

Otz J&2 Inspections B0 QU= SyntaxView & 7|2 MEist $}HO|C}

S\j V\tQXVTeW iﬂl—zz—q 'L_;

v’

Transformer | Headers | Textview
WebView Auth Caching Cookies Raw

ImageView HexView
JSON XML

pre |
~

3| <!DOCTYPE HIML PUBLIC "-//W3C//DTD HIML 4.01 Transiticnal//
EN" "http://www.w3.o0xrg/TR/html4/lcose.dtd">

5| <html lang="ko">

€| <head>

<meta http-equiv="Content-Type"” content="text/html;
charset=UTF-8">

8| <meta name="viewport" content="width=1000">

<title>'HE 2] FYFL . YO Afc/cicle>

10| <link rel="stylesheet” type="text/css" href="http://dicimg.

naver.net/dic-home-service/style/201309231827/css/common.
c©ss?2013092301">
1|<link rel="shortcut icon" href="http://www.naver.com/

favicon.ico" type="image/x-icon">
12| <script type="text/javascript">var chkFocus = "";var

|QuwdFmd‘. || Find &Replace Readonly

v

oz 2EE BB HTTPS M&S St= EfHO CHOHM TN SHA| Zotot.



File Edit Rules Tools View Help

olet &2 EXE silZst7| siAE= Tools > Fiddler Options >HTTPS &0 S0{7t

= 2831F0{0F St

Decrypt HTTPS traffic

© Telerik Fiddler Web Debugger Fiddler Option S017}7]
File Edit Rules View Help GET /book [Y GeoEdge

s1010

%8 Wing Config ) #s Replay X~ b Resume | Stream iiifi Decode | Keep: All sessions ~ € Any Process 34 Find [l Save | i@l (3) @ Browse ~ X Clear Cache z
# Result  Protocol Host URL (4 Composer Gy Fiddersaipt | [ Fiters | [J Log | = Timelne
Qs 200 HTTP cc.naver.com Jcc2a=log_off.logindr =8i=8nsc=naverto, ® Statistics i Inspectors l # AutoResponder |
& A HTTPS dearyptionis di Clickto config
() 56 200 HTTP Tunnel to  nid.naver.com:443 =
L@j 57 200 HTTP Tunnel to  nid.naver.com:443 Headers ‘ i [ Sy ‘ | = ‘ | ‘
& ss 200 HTTP Tunnel to  nid.naver.com:443 Raw | JSON ] M |
@& se 200 HTTP Tunnel to  nid.naver.com:443 [Raw] [Header Definitions]
L"’j 60 200 HTTP Tunnel to  nid.naver.com:443 CONNECT nid,naver,com:443 HTTP/1,1 |
&1 200 HTTP Tunnel to  nid.naver.com:443 Client : -
Be2 200 HTTP Tunnel t%md.navev.com:ﬂi User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebkit/537.36 (KHTML, like Gecko)
B 63 200 HTTP Tunnel to ™ ad.naver.com:443 Transport
t“ﬂ 64 200 HTTP Tunnel to  ad.naver.com:443 Connection: keep-alive
Bes 200 HTP Tunnel to  n59.nsmartad.com:443 Host: nid.naver.com
& 66 200 HTTP Tunnel to  nS59.nsmartad.com:443
Be7 200 HTP Tunnel to  ad.naver.com:443
& 68 200 HTTP Tunnel to  ad.naver.com:443

< >

| Transformer | Headers | | |
WebView | Auth | Caching | Cookies | Raw | JsON | xm |

[T] Chunked Transfer-Encoding Help...
HTTP Compression
(®) No Compression
() GZIP Encoding
() DEFLATE Encoding

ot

= O

B8 WinConfig C) 43 Replay X~ b Go | Stream iiifi Decode | Keep: All sessions ~ € Any Process 33 Find [l Save |18 (&) @ Browse ~

# Result  Protocol

& 21 200 HTTP

& 22 200 HTTP

&23 200 HTTP

& 24 200 HTTP

=25 206 HTTP i
- 26 206 HTTP

=27 206 HTTP i
@28 200 HTP

&2 200 HTP

@ 30 200 HTTP

- 31 206 HTTP i
@& 32 200 HTTP

&33 200 HTTP

&34 200 HTTP

&35 200 HTTP

@ 36 200 HTTP

&37 200 HTTP

@ 38 200 HTTP

@39 200 HTP

@40 200 HTTP

& a1 200 HTTP

< I

General HTTPS  Connections
Fiddler can decrypt HTTPS session
| [ Capture HTTPS CONNECTs

i ec'ypt HTTPS traffic

Help Note: Changes may ng

Telerik Fiddler Options

= Timelin

r3 - =

[...ﬁ'omdpromses
[[] 1gnore server certificate ¢

[] Check for certificate revog

Protocols: <client>; ssi3;tIs1]

Skip decryption forthe follow

Tunnel'to csi.gstatic o

28 T HTTPS ME BN7L &= AS

p)
oy
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me

|

CA(RIE 7|BHE%E 125 Y3t QSME EX5H3 1 SLCH
" DO_NOT_TRUST. FiddlerRoot
QIZ A7t AF 2 "DO_NOT_TRUST_FiddlerRoot"0iAf I ZE ZQIX| &
QI %= &L} "DO_NOT_TRUST FiddlerRoot"0] 221310 EXE
OISO LI O+ 2XH= 0] 2HH0 =80 U ]
X|2(sha1): 1AQCFES2 803CEIBY FB5837CC 496FAEDB 86950D21

a3 11
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File Edit Rules Tools View Help
%8 Win8 Config () 44 Replay X~ b Resume | Stream iiili Decode | Keep: All sessions ~ € Any Process 34 Find [l Save |18 @) @ Browse - Gk Clear Cache :

s Result  Protocol Host URL 7 composer | G Fiddersaipt | [ Fiters | [ log | = Timeine
Q: 200 HTTP cc.naver.com jcc?a=log_off.logindr =8i=8nsc=naverto, @ Statistics i Inspectors | 5 d
&2 200 HTTP Tunnel to  nid.naver.com:443
B3 200 HTTPS nid.naver.com /nidlogin.login
‘B’J 4 200 HTTP Tunnel to  nid.naver.com:443
@&s 200 HTTP Tunnel to  nid.naver.com: 443
f’_‘] 6 200 HTTP Tunnel to  nid.naver.com:443
e e
200 HTTPS nid.naver.com flogin/css/newlogin.css?130729
200 HTTPS nid.naver.com floginfis/login.new.js
200 HTTPS nid.naver.com fis/icslog.js
200 HTTPS nid.naver.com fis/dicker.js ‘
—— e e 2 “ 1"
HTTP Tunnel to  ssl.pstatic.net:443 HTT?S& u
HTTP Tunnel to  nid.naver.com:443
HTTP Tunnel to  nid.naver.com:443
HTTP Tunnel to  ad.naver.com:443
HTTP Tunnel to  ad.naver.com:443
HTTP Tunnel to  ad.naver.com:443
HTTP Tunnel to  ad.naver.com:443
HTTPS nid.naver.com flogin/image/new/sp_ico.png Please sefect a single Web Session to inspect
HTTPS nid.naver.com floginfimage/new/btn_login.png
HTTPS nid.naver.com flogin/image/new/sp_bg.png
&2 200 HTTP Tunnel to  Ics.naver.com:443
4924 200 HTTPS ad.naver.com jadshow?unit=332A
\E 25 200 HTTPS ad.naver.com /adceative/ad3/1056/1056385/350300_,
Q 26 304 HTTPS ssl.pstatic.net /static/common/footer/ci_naver.gif
@ 27 200 HTTPS Ics.naver.com  /m?u=https%3A%2F %2Fnid.naver.com.

ot 1S B 2T EYTE Lo A

mjo
ot

felgt 4 ik,

File Edit Rules Tools View Help
#& Wing Config ) 45 Replay X~ b Resume | Stream iifli Decode | Keep: All sessions ~ €5 Any Process 34 Find [l Save | i8] (&) @ Browse - G Clear Cache

otocol Host URL # Composer <5 FiddierScrip Fiters [ Log
cc.naver.com  Jec?a=log_off.logindr =8i=8nsc=naverto, @ statistics i Inspectors # AutoResponde

Tunnel to  nid.naver.com:443
nid.naver.com /nidlogin.login

Tunnel to  nid.naver.com:443

Tunnel to  nid.naver.com:443

Tunnel to  nid.naver.com:443

Tunnel to  nid.naver.com:443
nid.naver.com flogin/css/newlogin.css?130729
nid.naver.com floginfis/login.new.js

Sownien. Sl ‘i‘i‘&% E M)

= Result

Q: 200
&2 200
@3 200
B4 200
&s 200
@6 200

g

Tunnel to  nid.naver.com:443
Tunnel to  ssl.pstatic.net:443

Tunnel to  nid.naver.com:443
Tunnel to  nid.naver.com:443
Tunnel to  ad.naver.com:443

Tunnel to  ad.naver.com:443

Tunnel to  ad.naver.com:443

Tunnel to  ad.naver.com:443
nid.naver.com flogin/image/new/sp_ico.png
nid.naver.com /login/image/new/btn_login.png
nid.naver.com Jlogin/image/new/sp_bg.png

Tunnel to  Ics.naver.com:443
ad.naver.com jadshow?unit=332A
ad.naver.com /adcreative/ad3/1056/1056385/350300_.!
ssl.pstatic.net  /static/common/footer/ci_naver.gif
Ics.naver.com  /m?u=https%3A%2F %2Fnid.naver.com.

-
8
EEEEEEE -EEEEEEEEEE

Please select a single Web Session fo inspect




File Edit | Rules | Tools View Help

Hide Image Requests

.Ig“ﬁ Decode = Keep: All ses:

&8 Win8 Cc
i

« | Hide CONNECTs

Automatic Breakpoints
Customize Rules...

Require Proxy Authentication
Apply GZIP Encoding
Remove All Encodings

Ctrl+R

Hide 304s er.com:443
= er.com:44
Automatically Authenticate .
er.com:443
User-Agents > Wer.com:443
Performance » Fimage/new/sp_ico.png
- Ao " image /new /btn_login.png
200 HTTPS nid.naver.com fAoain/image/new/sp ba.pna
Ofgf 122 =2ZRst EeiLE Aot otHO|CH

File Edit Rules Tools View Help
28 Wing Config ) #2 Replay X~ b Resume | § Stream iifi Decode | Keep: All sessions ~ € Any Process 43 Find [l Save | i8] (§) @ Browse - X Clear Cache zl
# Result  Protocol Host URL 4 Composer s Fiddersaipt | [ Fiters | [l log | = Timeine
> HTTPS nid.naver.com /nidlogin.login ) . T K Inspectors i
ws{17 200 HTTPS nid.naver.com flogin/css/newlogin.css?130729 Ly Headers | TextView | SyntaxView |[WebForms | Hexview | Auth | Cookies |
%18 200 HTTPS nid.naver.com fis/dicker.js Raw ‘ ISON [XM. ‘
%19 200 HTTPS nid.naver.com flogin/js/login.new.js
&0 200 HIRS nid.naver.com /is/icslog.js Name Yok
[:]21 200 HTTPS nid.naver.com /flogin/image/new/btn_login.png
@ZZ 304 HTTPS ssl.pstatic.net  /static/common/footer/ci_naver.gif
€925 200 HTTPS ad.naver.com /adshow?unit=332A
@27 200 HTTPS lcs.naver.com  jm?u=https%3A%2F %2Fnid.naver.com,
. S A
@ZB 200 HTTPS nid.naver.com /flogin/image/new/sp_ico.png e 1
@29 200 HTTPS nid.naver.com Jloginfimage/new/sp_bg.png ecp
@30 304 HTTPS ad.naver.com Jadcreative/ad3/css/common.css?080714 encpw 2224086177fc6f2f58509894d49eaa87d 1fceaa
encnm 100008179
svctype 0
url http://www.naver.com
enc_url http%3A%2F %2Fwww.naver.com
postDataKey v
Transformer | Headers | [ | | Hexview |
WebView | Auth | Caching | Cookies | Raw | JsoN | xm. |
1| <!DOCTYPE heml> 7
2| <html lang="ko">
3| <head>
4| <meva chazsec=ruc-gv>
H EHES el ol AL o S A O = =
Filters B1S AMESIEH Edifs &g EHE & = QUG 0f) JS/ CSS AT SHAIKE S



[@] Fiters

Use Filters
Hosts

[-mmm- v

Hde the foloving Hosts v

() g |

mail.google.com; me2day.net; jenkins, thefancy.com; app.asana.com; dents4.google.com; -

* channel. facebook.com; *.getclicky.com;

Client Process

[7] Show only traffic from

[[] Show only Internet Explorer traffic
Request Headers

(7] Show only if URL contains

[[] Flag requests with header

[7] Delete request header

[(] Set request header

Breakponts

[[] Break request on POST

[ ] Break on XMLHttpRequest

[[] Break response on Content-Type

Response Status Code
[[] Hide success (2a) [ Hide non-2x
[7] Hide redicects (300,301,302,303,307)
Response Type and Size

Show all Content-Types

[ Hide smallerthan 1
[[] Hide larger than | 3

<

e 4

Response Headers

[[] Flag responsesthat setcookies
[] Flag responses with header
] Delete response header

[7] Set response header

£ Z2MAEZSA)0 CHoiM 2 El)

AnyProcess HHESZ E2f1 5t0] 21 %

H

[[] Hide trafficfrom Service Host

[T] Break request on GET with query string

[] Hide Authentication demands (401,407)
[] Hide Not Modified (304)

[[] Time HeatMap [ ] Block scriptfiles
[[] Blockimage files
[] Block SWF files
[7] Block CSS files
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1. Rules > Automatic breakpoints O
2 M3 MXO| bpu L= bpa HH
Filters &

AutoResponder &

osy A3HE/RY 7ls M8

vk won

3.2. Rules > Automatic breakpoints 0|+

Before Requests > {2l Requests MO breakpoints & $Ct Li2t0|H HE S8 & Wf At
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After Response > SE=2 &
Disabled > A+80tst

Ignore Images > O|O|X] 2 FA|

"Web Deb ;,>

t [Rules] Tools View Help GET /book _

pl Hide Image Requests rp: All sessions ~ € Any Process @4 Find [l Si

- Hide CONNECTs
R

<

PUSRrR——-

S
1
Automatic Breakpoints » F Before Requests F11
Ctrl+R After Responses Alt+F11
Disabled Shift+F11

eta=False
Customize Rules... |

Require Proxy Authentication
Apply GZIP Encoding v Ignore Images
Remove All Encodings

Hide 304s

Request Japanese Content

Automatically Authenticate

User-Agents »
Performance »
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SyntaxView now...
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3.3. tE AW XY bpu = bpa BY

Bpu = RequestURI breakpoint

Bpa &> ResponseURI breakpoint
i 40 200 HTTPS cients6.google.com /chat/v1/contacts/c
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= All Processes 1/372 RequestlJRI breakpoint deared
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3.4. Filters &

Filters E40f| Use Filters & M3 & Al

Use Filters

Hosts
[— Mo Zone Filter - v]
[Show only the following Hosts v]

localhost. :5088;|

Client Process

[] show only traffic from
[] show only Internet Bxplorer traffic

Reguest Headers

[] show only if URL contains
[7] Flag requests with header
[] Delete request header

[] 5et request header

Breakpoints

[] Break request an POST
[] Break on ¥MLHttpRequest

|:| Break response on Content-Type

Response Status Code
[] Hide success (o) [] Hide non-2xx
[] Hide redirects (300,301,302,303,307)

Response Type and Size

[Shuw all Content-Types -
[] Hide smaller than | “| KB
[T Hide larger than 1 +| KB

Response Headers

[] Flag responses thatset cookies
[] Flag respanses with header
[] Deleteresponse header

[] 2=t icapuias noauc

[] Hide trafficfrom Service Host

[] Break request an GET with query string

[] Hide Authentication demands {401,407}
[ Hide Not Madified (304)

[] Time HeatMap [] Black scriptfiles
[] Block imagefiles
[] Block SWF files
[] Black C55files



3.4.1. Filters > Actions &%

Use Filters S0 Q& Actions & SE/SIH Filterset & 7tX| 1 ALt &, Malgh 4= QICt

[__@Actions

Run Filterset now

Load Filterset...
Save Filterset. ..

Help

————

Host Filter 2| &% 3 7}X|2 L}# O Tt

Hide the following hosts > SiE Hosts & EO{FX| =Lk

Show only the following Hosts & SliiE Hosts Bt EO{ &=L},

Flag the following Hosts > di'E Hosts Off CHs{ ZZ=35t0{, CHE Hosts = #0| Lt2Ct

UseFilters
Hosts
- No Zone Filter - v

- No Host Filter -

- No Host Filter -

Hide the following Hosts
Show only the following Hosts
Flag the following Hosts

Otziel Host 252 &3 EHE =Lt

o 1= o —

= Result Protocol URL
E 1 200 HTTPS www. telerik.com /UpdateCheck.aspx?i

(8] 36 302  HTTPS www.google.com |/
m 129 204  HTTPS www.google.com [setgmail?zx=bg0dvwa



3.4.2. Filters > Hosts =5

=M

Hide the following hosts
2 *googlekr O] ZatE|0f A= URIO 5t =4 EH

o

=
o

= Result Protocol
E1 200 HTTPS
i 317 204 HTTPS

Show only the following Hosts

p5-6b2ucowqodpwk-jgn Sxzpwitoriguw-41...

Host JURL

www. telerk.com J/UpdateCheck.aspx?
/gen_2047pvéexp=

Hosts

[ UseFilters

- No Zone Fiter -

® Statistics & Inspectors 4 AutoResponder

Hide the following Hosts

* google.co.kr

2 *googlekr O] Z8tE|0f A= URI O CHSHOEE HEE

i 435
i 434
i 435
i 435
i 437
i 440

204
204
204
204
204
204

133343

Flag the following Hosts
2 *googlekr O] EBtE|0f QA& URIO LS ZE EAISHH *googlekr 0|20 URI &= HEA|

EICt (www.naver.com 5)

WWW.QoOoge .00 kr
www.google. ook
www.googhe, co. kr
www.googe co.kr
www,googhe, oo kr
www,google, co ke

Jgen_2047atyp=idct]
figen_204%y =385 =w
fgen_2047atyp=ifct)
fgen_2047atyp=idct]
fgen_2047atyp=itcy]
fgen_2047atyp=itct

[+] Useriters

Hosts
- Mo Zone Filter -

I Show only the following Hosts

I *.google.ca.kr

Result Protocol Host
200 HTTPS www, telerik. com
435 204 HTTPS www.google.cokr
i 434 204 HTIPS www.google.cokr
i 435 204 HTTPS www.google.cokr
i 436 204 HTTPS www.google.cokr
i 437 204 HTIPS www.google.cokr
440 204 HTIPS www.google.cokr
441 204 HTIPS www.google.cokr
442 204 HTTPS www.google.cokr
i 444 204 HTTPS www.google.cokr
%448 301 HTIP NAVES, Com
@450 2200 HTIP WL NEVET, COm
i 451 204 HTIPS www.google.cokr /gen_2047atyp=
€¥452 200 HITP www.naver.com
i 453 204 HTIPS www.google.cokr [gen_2047atyp=
€¥467 200 HTTP nvlveta.naver.com /driunit=0024N&ths
{¥ae8 200  HTIP my.naver.com [720160724120228
€¥469 200 HTTP nv.veta,naver.com Jdriunit=002ATada |
€470 200 HTTP nv2.veta.naver.com fdr7unitm002APAnre|

E#] UseFilters
Hosts

- No Zone Filter -

IFIagthe following Hosts

(3) statistics L4 Inspectors % AutoResponder | Composer

*.poogle.co.kr

Chent Process
[] Show only traffic from

[[] Show only Internet Explorer traffic

Request Headers
[[] Shew enly if URL contains

[[] Hide if URL contains

[ Hidet


http://www.naver.com/

3.4.3. Client Process &°d
Client Process = Of2f O &lat 20| M7tX|2 25 =ICt

Client Process

] Show only traffic fram
[] show only Internet Explorer traffic

Show only traffic from

[] Hide trafficfrom Service Host

> R4 Yot TR A0 Ch5to MESI0l HOlZE B 4 QUCk,
0l 7152 S8IB AHYAC EN Ao AHIAS Z2NAS SHOR CACAHEOE
aysls YRS WHIY ¥ & ULk

Client Process

Show only traffic from

[] Show only Internet Exp

Request Headers

[] Show only if URL conta
[] Hide if URL contains

|:| Flag requests with head
[ Delete request headers

[ set request header

Breakpoints

[] Break request on POST
[] Break on ¥MLHttpRequ
[] Break response on Con

Response Status Code
[] Hide success (o) []
[] Hide redirects (300,301

Response Type and Size

Show only HTML

{Unknown / Remote Processes)
AppCheck: 1308

AppChecks: 4000
ApplicationFrameHost:3104 - 2101 %] +1,png - AHE
chrome: 1224

chrome: 1456

chrome: 1684

chrome: 1343

chrome: 2456 - NAVER - Chrome
chrome: 2612

chrome: 3004

chrome:3236

chrome:3384

chrome:3432

chrome: 3972

chrome: 412

chrome: 5324

chrome:5984

chrome: 7764

and:1356 - EE 2E=E
conhost:904

csrss:356

csrssi472

dasHost: 4168
DptfParticipantDisplayService: 3984
DptfParticipantProcessorService: 38 16
DptfPolicyConfigTDPService: 3796
DptfPolicyLpmService: 3804
DptfPolicyLpmServiceHelper: 7500

[7] Hide smaller than

Show only Internet Explorer traffic

= |E E2tR X0 CisHME 20|z 5

Hide traffic from Service Host

= svchost.exe 0 2%t Rss Feeds Lt

dwm: 7484

rot

HAE2ER dAE= HEXT AS AEO[A St



3.4.4. Request Headers &4

Request Headers = Of2ff I &at 20| 5 7IX|2 27/ ECf

Reguest Headers

[] Show only if URL contains
[ ] Hide if URL contains

[ ] Flagrequests with headers
[] Delete request headers
[] Set request header

1~4 HIFX| = Request Headers O] LIS 2 &35l0] Show, Hide, Flag, Delete 52 & =+ ULt
HE2 ot 20 LitRAE Request Headers HEO| URES A sAL HREHAMES
asto] ofe i8S ZHE & = AUCL

[= |
5HZ2 1~4 Hil= CFEA URI EA| setting & SiEHA2E HHO{AM ©&0| EICH

(%) statistics & Inspectors 4 AutoResponder ([ Composer @ x5s i FiddlerScript =] Log [7] Filters ™ Timeline
Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | 3SON | xmL |

[Raw] [Header Definitions]

|GET /client-channel/channel/cbp?
ctype=hangauis&prop=ChromeApp&ap’pvemchal_irantend_zm60715.12_pD&Qsessianid=E5USqNhwSDQBECBUzGNBYXKWDkLthUS&VER=8&M
ODE=init&zx=uyqgxyvgymBc9&t=1 HTTP/1 1

oef &0 Lt U= /gen 204 0f CHSH H=2 ZHE SiEAL

HTTPS

HTTPS www.google.com /gen_204?v=3&s=webhp&atyp
HTTPS www.google.com /gen_204?atyp=i&ct=18&cad=1
HTTPS www.google.com /gen_204?v=38s=web&atyp=
HTTPS www.google.com /gen_204?atyp=i&ct=shé&cad=
HTTPS www.google.com /gen_204?atyp=i&ct=18&cad=1
HTTPS www.google.com /gen_204?atyp=i&ct=sh&cad=
HTTPS www.google.com /gen_204?atyp=i&ct=shé&cad=
HTTPS www.google.com /gen_204?v=3&s=web&atyp=
HTTPS www.google.com /gen_204?atyp=i&ct=sh&cad=
HTTPS www.google.com /gen=204?atyp =i&ct=shéacad=
HTTPS www.google.com furl?sa=t&rct=j&q=8esrc=s&soul
HTTPS www.google.com /gen_204?atyp=ict=slh&cad=8
HTTPS www.google.com /csefcse.js?ox=00159521576338
HTTPS www.google.com /cse/style/look/v2/default.css
HTTPS www.google.com /r/collect?t=dc8aip=18&_r=3&v=1
HTTPS www.google.com /gen_204?%ipv6exp=38&sentinel=1
HTTPS www.google.com /dient-channel/channelbind?ctyp

HTTPS www.google.com /dient-channel/gsid



oie &= 222 Request Headers L|-&2 Ltetsho
/

fTTPS www.google.com

fTTPS www.google.com [f?gfe_rd=cr&ei=ZjaUVvs--H-Xd3Af GET ‘
s o google.com | | Se-webhplayo-csite
fTTPS www.google.com [?gfe_rd=cr&ei=ZzalUvV81G5d3wBS 1,193,dit,1257 HTTP/1.1
TTPS www.google.com fgen_204?v=3&s=webhp&atyp=c

{TTPS www.google.com jgen_204%atyp=ifct=1&cad=18r: Client

TIPS www.google.com /gen_204?v=38s=web8atyp=csi¢ Accept: image fwebp,imag
{TTPS www.googdle.com  /gen_204?atyp=i&ct=sh&cad=8e Accept-Encoding: gzip, de
{TTPS www.google.com /gen_204%atyp=idct=18cad=18rs Accept-Language: ko-KR
{TTPS www.google.com jgen_204?atyp=isct=shacad=ge e
TTPS www.google.com /gen_2047atyp=i&ct=sh&cad=8e TB Cookie

TTDS wmnana Amaala caee lmam M4 =20 —uah Babun —reil

-

Hide if URL contains X3 ¥ /gen 204 Y= = ZH
/gen_204 7t =ghEl IfZ12 QHEO|A| EICE

Host] URL

www.google.co.kr] /
www.google.co.kr] /furl?’sa=t&rct=j&q=8esrc=s&source=web&cd=18&ved
docs. telerik.c [fiddler KnowledgeBase [FiddlerScript/
docs. telerik.c [fiddler KnowledgeBase [FiddlerScript/ModifyRequestOn
www.google.c: Jfcsefese.js?2cx=001595215763381649090: fpe Inorg_o
b.company-target.c fect.html?parent=http://docs. telerik.com/fiddler Know
stats.g.doubledick.net] /r/collect?t=dc&aip=18& r=38v=18&_ v=j44&td=UA-11
www.google. fads/user-ists /975652292 ?label=PcDCCOSAgwgQxIu
www.google.c: Jese/style flook/v2/default.css

g Al%stE ofef Jgat 2o

[ UseFilters =1
Hosts
~No Zone Fiter - v]
'~ No Host Fiter - v|
Client Process

[] show only traffic from
[[] show only Internet Explorer traffic

Request Headers
[] show only if URL contains

[ Hide if URL contains Jaen_204
[] Flag requests with headers I

[[] Delete request headers

[[] Set request header Host

Necalmataie



Set request header = 1% EA7F &t=0|1, QB HAT} gHo|Lt,
Request Headers

[[] Show only if URL contains
[] Hide if URL contains
(] Flag requests with headers

(=1 25 ZF
[] Delete request headers 3 BA

Set request header Host www.google.com

s=2at e request header Off Q= A= 2lOJstCt of2f O2l2 EM O00 : 000 FAC=Z
LieF QUCE % 000 0| &=E LIEILH 2EZF 000 0| ¢t2 LIEFHCE &0 Lot U=
EE 000 : 000 &Alof s H-&0| 7h&dotrt.
Request Headers
OPTIONS /chat/v1/presence/setpresence?key=2AlzaSyAfFJCeph-euFSwimgFZiDkaKk-cZ5w
Client
Accept: */*

Accept-Encoding: gzip, deflate, sdch, br
Accept-Language: koKR ko;q=0.8,en-US;q=0.6,en;q=0.4
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chr
Miscellaneous
Access-Control-Request-Headers: acceptdanguage, authorization, content-type, x-goog-authuser
Access-Control-Request-Method: POST
Referer: https://hangouts.google.com/webchat/u/0load?dient=sm&prop=ChromeApp&nav =true&fid
X-Client-Data: CIW2yQEIorbJAQjEtskBCIuZygEIS]zKAQ==
Security
Authorization: Bearer ya29.CmkgASAQynhHIOJt208EK4fygbV05p_N4otwSBakNaOtjATHKECIp1ypOQ
Origin: https://hangouts.google.com
Transport
Connection: keep-alive
Host: www.google.com

(et opel o= # © request £ Hostwww.google.com 22 s}
|0 URL O HlO|HSS L3I0 = T4 www.googlecom 22 HESHA ECt,

Request Headers
[] show only if URL contains
[[] Hide if URL contains

[[] Flag requests with headers
[ ZF
[[] Delete request headers = HA

Set request header Host www.google.com



http://www.google.com/

3.4.5. Breakpoints &’d

Breakpoints

[ ] Break request on POST [] Break request an GET with query string
[ ] Break on ¥XMLHttpRequest

|:| Break response on Content-Type

Break request on Post
> POST 2% ®& Tl break ECt.

Break request on GET with query string
= GET with Ifetor0jg 28 ™& HO| break EILCI.

Break request on GET with query string 2HZZ H7&stH ofz2f 1t 20| break 7t k|1
oretoly ES Wadsto &g &= ok

Headers | Textview | Syntaxview | WebFormsl HexView | Auth | Cookies | Raw | J50M | XML |

og
gs_|

pbx 1

bav or., 2,0r.r_cp,

bwm bv.127984354,d.dGo
fp 00ed23125545207e
pf p

gs_rn 64

as_ri psy-ab

tok ScF-daDsUxPb4bat_fzn
pq afsdsdfgdfsgsdfg

p 4

gs_id ds

xhr t

tch 1

— Break on Response I_I[Zhoose Response...

Break response on Content-Type

2 Content-Type O =& Zt=0| response W0 Z&EO| U= B break SHC}




3.4.6. Response Status Code %

Response Status Code

[ ] Hide success (o) [ | Hide non-2w [ ] Hide Authentication demands (401,407}
[] Hide redirects (300,301,302,303,307) [] Hide Not Modified (304)
Break status code Off CHSIY =2 HE 7ts
3.4.7. Response Type and Size &4
Response Type and Size
Show all Content-Types - [] Time HeatMap [_] Black scriptfiles
[] Blackimagefiles
[] Hide smaller than i | KB ]
[] Block SWF files
[] Hide larger than 1 = | KB

[] Black C5Sfiles

Response Type ™ size Off Ciot Citsr T2l EHE Jts

Response Type and Size

[] Time HeatMap [ ] Block scriptfiles
Show all Content-Tyj [ ] Blockimage files

Show all Content-Types

Show anly IMAGES* [] Block SWF files
Show only HTML )
Show only TEXT/CSS [] Block cssfiles

Show only SCRIPTS
Shiow only XML
Show only JSOM
Hide IMAGE/*




3.5. AutoResponder

Response 5% URLIfHOZ S0{2&= Request & 7t2X{A £7 Response & E L7
UEE 70|tk

(%) Statistics . Inspectors  # AutoResponder [ Composer I x5s Jgy FiddlerSaript (5] Log Filters = Timeline

Fiddler can return previously generated responses instead of using the network.

[JEnablerules  []Unmatched requests passthrough Enable Latency

| Add Rule || Import... |
If request matches... then respond with... Latency
20| et oSt s 2 = AN, o[-0 A" A2 0] 7|sE 0|85t ZHLtoh
JSON S2t0|HEE MEst= 18 S A7HSHICE
otzf O uf Z0| Jjsonproxy 7t Z2HEl URI O CHSHY c:devi.json 2] SHE SIS
285t AL
~ € Any Process 34 Find [l Save I8 (3) @ Browse - G Clear Cache &

[¥] Enable automaticresponses [V¥] Unmatched requestspassthrough [ 7] Enable Latency
[ Add Rule ] [ Import... ]

Use the + and - keys to reorder rules.

If request matches... then respond with...

C:WdevWworkspacesiavascriptWangularis_. ..

Rule Editor

fisonproxy v Test..

:WdeviWworkspa

w [7] Match only once




RuleEditor Ol A /jsonproxy 2= URLE HENE2H, ZE AO|EE 7h= Request Of
CHal /jsonproxy 2t= URI & ZHAIH 25 O] Rule & 75]'% t=CF 2|2, of2fof,
m]

=13
|
Response £ ME & A=, A7IME £3 JSON TS TSO0{A MEISIRACE

samplejson T+2Q| Li&2 ot2fet ZCt.

HTTP/1.1 200 OK
Content-Type: application/json;charset=utf-8
Content-Length: 57

{
"data"{

"name":"Terry”,

"city":"Seoul"

}

OrX|2fe 2 2|9 AutoResponder OO0l Al "Enable automatic response” M3 HAE
MEISIZ=DH. /isonproxy 2 7H= =& Request O CHSHA, 9| ool MEHE 7S
2| B ol Z=C}
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4.1. X558 & &%t XSS FA™TICH

x5s = casaba Ol A K=t fiddler 2|1 Q10|Ct https://xss.codeplex.com/E &3l CIREE
2 EX|7t 7hs3tot

Ofgff D22 x5s & MEHSIHOICEH 1 ¥ HtAO= SAEY Domain 2 YHNFH EICEH 2 H
HtA O Auto Injection M2 |El SiF=H 5..“4 19 gA 2o A= enable Results
Filtering 2 &3l Z1tgtoll oisto EHZES & = UCL
 Ortes | g | —Tmeine | B watcher x55
Configuration | Test Case Configuraton | Results |
V| Enable
Preamble: pqz
|| Enable Domain Name Targeting
Domain Targeting
Applies to: [V Requests Targeted domains:
[V Responses nottrusted. com
Domain: @
Add ] | Remove |
| Enable Results Filtering
Auto-Injection Options
V| Inject GET request parameters V| Inject POST request parameters
V| Throttle request generation V| Inject "Other” parameters

Delay period (ms): 1000

Batch size: 25 @

U] ENCoang Opoons
| Encode HTTP Body Data Encode Query String
Encode HTTP Headers
General Options
| Automatically check for updates on start Check for Updates J

CasaBa x5s™ Web Security Tool, Copynright © 2010 Casaba Security, LLC. All rights reserved.


https://xss.codeplex.com/

Otzff &2 Test case M

AL <

of2ff A2 Test= Zif otHO|N, 2 TE O|FE =HQISHEIOF BHLt.
S)Fddersaipt | [JFites | Ellog | —Tmeine | © watche | B x5
| Configuration | Test Case Configuration | Results |
Context Transformation CodePoint -
0004pgz< id=myid name=n Mone ffic
0005pgz«" ><fsaipt>< Mone ab -
0005pgz«ftest” ><fform> Mone ab
0005pgz«ftest?andStuff™ Mone ab
Mone ab
» None e 2
MNone 3e
1
Show Hotspots ] [ Clear Results
<I--1 should trigger the user-controlled cross-domain script ——>

1

SHCL XSS HIAEE

o Slploz HASE ¥ FES HAsHF0{0}
> v 20| E3E0f 9U0{oF B}
| Slrddesapt | [JFiters | [Ellog | = Tmeine [ 8 watcher | 8 x5
Configuration | Test Case Configuration | Results |
Character Filter: Al -
Enabled Source/Test-case Target -
< -
(] : >
.4l i 1
(] 1 i
7 = < i
Name: U+00AB LEFT-POINTING DOUBLE ANGLE QUOTATION MARK

Source Code Point  U+0D0AB
Target Code Pont  1J+003C
Descripbon:

‘Transformable Test Case’

The source character U+00AB LEFT-POINTING DOUBLE ANGLE QUOTATION MARK character will transform to the
U-+003C LESS-THAN SIGN in certain cases where best-fit mappings occur.

Because it's mostly benign, this character can be useful as a quick test to find out if an application is transforming
strings in these ways. If a transformation is detected, then further testing should be performed to find cross—site
scripting (X55) attadks.

For example, by attempting to get a < character into the HTML using the U-+00AB LEFT-POINTING DOUBLE ANGLE
QUOTATION MARK in place of the ASCII '<",

CasSaBa xss™ web Security Tool, Copyright © 2010 Casaba Security, LLC, All rights reserved.

<script src="0006pqz>" >< /script>
<l-— 2 should trigger the user-controlled cross-domain stylesheet inclusion —->
<link rel="stylesheet” type="text/css" href="" />

<l== 3 should trigger the user-controlled form submit -->
<form action="0006pgz> [test” > < /form>

<l-= 5 should trigger the user-controlled href -->
<a href="0006pqz> /test?andStuff” >here's a user-controlled link< /a>

<a href=0006pqz> id=myid name=name>attributes without quotes< fa>




MBS I(HMES] Z2AMS M), Of ActiveX 2 083101 Ji HEEHES X% 8o
=] o)

=
=
ot S&S sdste @ Eot T2OMof CHsto] s|mste goreiL|Ch

42.1. 9 HoF =z 40| kX ol mf &

Web O|2t= 7|&0= script 7|&0] 5180| &[0, 01? 53X 0| 7t =0 _ASLIC

S z=z2021Y 7|80l HE =2 USLICH

H(Web) 2Ot 22 Of script & O|&3H, /E ActiveX & &Xl, 2% 7 =l X[t

& ghuct

AF AZCH, Hot 2ol MX|, MX|0R Bl MX| V5 HYS VOB 2|7 st
SHS TN ¥ 4 USBLICH HAES St @ 2ot Z2IUS sfLtol B4DH AHS gto}
B2| B, AR|etel, SRR YR LI

=
HLFSHH script 7t L1, 2= O] script 7t &% E|0{OF S}=H|, o] #¥ 7|2 °fot HI|H
ofF &7 SHo| 2 Ect= AYLICL

39 HOIE

HTML 2 code 7} 2I0jlA, O}2i2 FF~ HY0| ELICH

& Script 7t f1XI5t2, S & St= R£E20| ACHH, iY FEo| A3REI 4O £ H Fof
ofzfofl LtE HTML 52 F7t A3 E7} 4¥0o| HLCt

o 2t =232 S BODY 7t M2| E|7| ™ EHAQl HEAD £2 BODY U S 220
fAX[3t0] i page 7t £O|7| Hof, & X2 S5 St ELUCL



4.2.2. S=F C&o &H IAEQ 4

orgff 22 HIEQH HO|X|e A AE FFYLCH

<SCRIPT> ~ </SCRIPT>
</HEAD>
<BODY>

oy

oy

</BODY>
</HTML>

ofeff 182 =t Ho|X[e] &2 IE FYYLIL,

<HTML>

<HEAD>

<SCRIPT> ~ </SCRIPT>
</HEAD>

<BODY>

~

<SCRIPT>

rx ofnrx

rQ e
d0
rot
ook
4>

muin mjo

t
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T
=
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=

Off
43
o

rx

2 4o

ol rot
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</BODY >
</HTML>
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section Of 'I|& code'7 {IXl
StAl gLt (2d 582
BEM2 ¥ script URL O A
UL 25 782

S

fLICH
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My @



4.2.3. Fiddler & 0| 8%t &A|ZF HTML HZE X2|5}7|

ZF WEot Bms Yot
CHE IS8 HESHES 9

‘e D22 M| ot ofF Z

oM A

= O

|5 $4+2 MO ofT B4 $52 VoW UL 5 ¢
o B4 r x7k8tof

=
.|
o
=

1 Fiddler o “Rule”

T A Botmaz T2

D:l:
rlo
Lu
o

0
>
S
-

%
m
<

0

)
-
n

SecurePage();

| 2t==7 <BODY> Ot2ff £H L= 24% A3HEN g2 X|of U4, sid A3 E-E
O 7- k=)
— =

= o
= T — o =
gojz|o] M ofef HE0 EF =FE ot A2 25 YA gLt

IE S OlM MSot= 238E CHZ 7|52 O|83iM 2la7t= B0 break & 21

1) ctrl + RYHZ &3l CustomRules page =&

static function OnBeforeResponse (oSession: Session) {

if (m Hide304s && oSession.responseCode == Y
oSession["ui-hide"] = " Ty
}
}
// This function executes just before Fiddler returns an

1
// itself generated (e.g. "DNS Lookup failure") to the c

2) OnBeforeResponse &= Ot0il Of Otz REE LA

if {-:)Session.HostnameIs{"'w"w"w'.-g—Q[Hg.A|'0|E") )1
oSession.utilDecodeResponss () ;

oSession.utilReplacelnResponse('SecurePage();', "' ") ;

ntE &9

2) utiIDecodeResponse() > Response packet 2 C|Z Y%t

3) utilReplacelnRespone() = Response packet 2t0f| SecurePage() &+E U= LA




4.3. CutomRules 2 EX |7l X%t

import System;
import System.windows.Forms;
import Fiddler;

import System.IO;

Of2ff == OnBeforeResponse S& T{ZS 27| M S
4%, Naver.com St¢| AIO|EQ| NMO|M Hdst A2 oY &2 TIYE MHYsF= ZE

2Lt

static function OnBeforeResponse(oSession: Session) {
if (m_Hide304s && oSession.responseCode == 304) {
oSession["ui-hide"] = "true";

}

if (oSession.responseCode >= 400) {
if (oSession.hostname.indexOf("naver.com”) != -1) {
var sw = File. AppendText("C:#W#400Errorresponse_error.txt");
sw.WriteLine('[' + now_time() + '] ' + oSession.responseCode + ' ' + oSession.url);
sw.Close();
}
}
//now_time &% =D}
static function now_time() {
var time_t = new Date();
var s = set_standard(time_t.getFullYear(), 4) + '-' +
set_standard(time_t.getMonth() + 1, 2) + '-' +
set_standard(time_t.getDate(), 2) + ' ' +
set_standard(time_t.getHours(), 2) + "' +
set_standard(time_t.getMinutes(), 2) + "' +
set_standard(time_t.getSeconds(), 2);

return s;

}

static function set_standard(time, digits) {
var zero = "}

time = time.toString();

if (time.length < digits) {
for (var i = 0; i < digits - time.length; i++)
zero += "0}
}

return zero + time;




4.4. CustomRules £ Script Injection 5}7|

4.4.1. T &2 Rules w0l = 7} 317
ofzff AtZlap 20| ¢=S F7IHM HAE0 AS W= Script injection O =2, MASHH| =|Of
Ag e AE=F TS L}
Edit Tools View Help GET /book E3 GeoEd
+ Rep Hide Image Requests t
Re Hide COMNECTs

23 Automatic Breakpoints y
33 4 L9
43 Customize Rules... Ctri+R  § -
iS ‘ Require Proxy Authentication IE':';
0 = —
Apply GZIP Encoding
1\ 3 Remove All Encodings g
“ 3 Hide 3045 -
0o R tl) Content -
o2 equest Japanese Conten =
S Automatically Authenticate o
EE User-Agents v B3
B4 Performance o
15 P2
i 1 ¥ Use Compat Inspector hin,

U tlws 8= Z& YLIC

i

E HN3shH JEiz sLCh

public static RulesOption("Use Compat Inspector")

var m_UseCompatInspector :

boolean = false;



=210] &3t EfO|YO| e+E MU M 42U Request & 7| ¥ A3EE & UBH|
|

= =
28l orzfet o

static function OnBeforeRequest(oSession : Session) {
InjectinspectorScript(oSession);

SEA =

J2| 1 InjectinspectorScript &8 246 FLICH

static function InjectinspectorScript(oSession : Session) {
if (!m_UseCompatinspector)
return;
// Ensure we only inject into HTML
if (oSession.url.EndsWith("js"))
return;
if (oSession.url.EndsWith(".css"))
return;
if (loSession.oResponse.MIMEType.Contains("text/html"))
return;
// Retrieve the response body
var responseBody = oSession.GetResponseBodyAsString();
// One final check to ensure the content looks like HTML
if (/" WUFEFF?Ws*</.exec(responseBody ))
return;
// Prepare to inject
var pos = 0; // Initial position is start of document
// Locate important elements in the page

var doctype = responseBody .IndexOf("<!doctype",

StringComparison.OrdinallgnoreCase);

var meta = responseBody .IndexOf("X-UA-Compatible",

StringComparison.OrdinallgnoreCase);
var script = responseBody .IndexOf(" <script", StringComparison.OrdinallgnoreCase);
// Place after doctype (if present)

if (doctype != -1)



doctype = responseBody.IndexOf(">", doctype + 1);
if (doctype != -1 && doctype != responseBody .Length - 1)
pos = doctype + 1;
// Place after first X-UA-Compatible meta tag (if present)
if (meta = -1)
meta = responseBody.IndexOf(">", meta + 1);
if (meta = -1 && meta != responseBody.Length - 1)
pos = meta + 1;
// Place before any script tags that occur before the current position (if present)
if (script = -1 && script < pos)
pos = script;
// Perform the injection at the detected location
oSession.utilSetResponseBody(

responseBody.Insert(pos, "<script
src="http://ie.microsoft.com/testdrive/HTML5/Compatinspector/inspector.js'> </script>"));

}

MY XS boolean M A= HE &},
X OSHE 2 responseBody.Insert F&20F HA|H E L|CH

0|2 Use Compat Inspector M0 X3StH SE 22| BICIO js 7t HEEO 10 et
SHSHA ELIL.



4.5. {7l HHYX| 7|

I|=2{9| AutoResponder & O|&%fL|LCt,

£8 28s S W 22X MHOM W2 SE ez @ E2teXE Fg3AM 2oF=
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4.5.1 Y= HIO|E{7} o{EH FoleX| =l

HOHOIM HAMEO AMoS YUHASHH Aot ZAF HHE D7) Ottt mj2l0] M&E = AS

7 UASLIL

= Result Protocol Host URL

\{;11 00 HTTP ac.seardhnaver.com  fnxjac?_calback=window. __lindo2_calback. _$3361 0.,
q‘fi}l‘ 200 HTTP ac.search.naver.com fnxjac?_calback /.xr’d:'.\._‘nd:.-_calb\::k._Suz:1_0...
o3 00 HTTP ac.search.naver,com jnxfac?_calback=window._indo2_calback._$3361_0...
ﬁ-‘v 200 HTTP ac.search.naver.com  fnxjac?_caback=nindow. _jindo2_calback. $3361 0
Z’-!‘a 200 HTTP ac.search.naver.com  Mnxjac?_calback=mindow.__indo2_calbadk._$3361_0...
i:‘i? 200 HTTP ac.search.naver.com  nxfac?_caback=window._ jindo2_calbad. $3361 0...
?_rﬁ 200 HTTP ac.search.naver.com  nx/ac?_calback«window. __indo2_calbadk._$33561_0...
;ﬁ,g 200 HTTP ac.search.naver.com  nxjac?_caback=sindow.__lindo2_calbadck. _$3361 0...

O|Z Inspectors Ol Al & Json H|O|E{E SECZ &1 U= A2 =g = UL

| & statistics | B8 Inspectors | £ autoResponder | 57 compeoser | &

IHeaders | TextView I SynitaxView | WebForms | HexWiew I S

Request Headers
SET Anxrfac?_callback=window,__jindoZ_callback, _$3551 _0&g="3&

P 11 |
Transformer I Headers I TextVicew I Syntaxview | Imageview |
Cookies | Raw | 3sor | =rac |

=1 IS0
- answwer
- & Al ZE = AHH
-0
=
E_j..
E_j..
SLEIOTEH &2 A2 = 20 10H
-0
=
CE A TFEIAMOH ZEEE
-0
E_j..
& AIZE A 112
]
=
S AT 12 F
E_j..
& AIZE - A = HO)
o
E_j..
& AT A = A
o
=3
e AITE A o
-0
E_j..
e A EHAHOH =D
-0
=
& AZF HAHH =5
-0
E_j..
S AIEF H AN THE{ TS
]
=10

[ Expand &all ] [ Collapse ] J1soM parsing completed.

ik



452 A= HO|HE HFHM ZZ0| XMYELICt

Hot= CIOIEE HBA Ofeff &S "acjs'che THEE XNEFdflsLIC,.

=

window.__jindo2_callback._$3361_0({

query” : ["AAIZE ZMof, "AAIZH 2oy

"answer" : [],

"nature" : [],

"items" : [

["AAIZE ZAOf 0 [T R EAE 0 ["AAIZE ZAO 191" 0" ["HAIZE HAO] 9l 0m Ol

[}
b Aol ot "M E O Ao MR AIZE MO 11 910" [ EAIZE A0 1 ¢
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4.5.3 AutoResponder 0| Rule & F7}gtL|Ct.

MH 2[AE0M Y MHE BN EECZ
ISESEEes

0ok

=L

g

O{Ct &1 respond with & =3t &

-_—

Help

[] Enable automaticresponses [ Unmatched reguests passthrough

[] Enable Latency

[ AddRule || import.. |

If request matches, .. them respond with.., I

Bl tip: /ac. search. naver.comnxfac?_calback=win,.. C:¥fac.js

Rule Editor

http:/fac.search.naver.cominafac? _callbadc=window, _jindol_callback, _§3361_08q="%ECW3E%A4%| + Tesk.. Save
C:¥ac.js

w [ Match only once

454 HAE CO|EZ ¥ HERK7L BAIEEX ol
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oEe{oM d48e izt
AEt Tools > Fiddler Option.. O|A{ Connections B 2 L|C}.

k=3

H
m
rE

ZHEO ZEBSeL SYUSHA 7|YoiFAlD

rir

Allow remote computers to connect &M 0| X 3slF L|Ct.

Fiddler Cptions @
General | HTTPS | Connections | Gateway | Appearance | Extensions | Tools |
Fiddler can debug traffic from any application that accepts a HTTP Proxy. All WinINET traffic is routed
through Fiddler when “File > Capture Traffic" is checked.
Learn more...
Fiddlerlistenson port: 8888 [#] Act 25 system proxy on startup
Copy Browsar Proxy Configuration URL [¥] Monitor all connections [T] Use PAC Script
[[7] Capture FTF requests . DefaultLAN
[+#] Allow remote computers to connect
Reuse client connections
|| Reuse server connections Bypass Fiddler for URLs that start with:
<-oopback>; -
Help MNote: Changes may nottake effect until Fiddler is restarted. Ok J [ Cancel
0% BHIYUY TS pC O TSHME SISt 4 ULLICE

4.6.2 USB £ O|235|AM RHIY 1|zl =l my

£Q

AlL HERR 22 22 2H2a PCE Z2 AP Y2 Ar8E == 8IS W7t ASUICHL

=
O W 3E9| port ZRES MA fiddler A T{ZS BE== BfL|CH

DHY PC & USB 2 AZTL|CH
PCOIM 2E2E ¥ chrome://inspect/#devices 3tHOZ S0{ZrL|Ct

HILO|ME chrome 2 €™, chrome:/inspect/#devices 2tHOj| C|HIO|A HE 7} HQIL|CEH



otof A F0A ZHE JEIH 20X s E9,
1.sdk & HX[SHMCHH adb devices 2 C[HIO|A7} PC oF M2 AHHME=X|

2.PCOIM ZES AR ZEZ HAlTH 7 OtHX| =HQlgL|C),

chrome://inspect/#devices If|O| X| Of| A

& "Port forwarding.." HHES =2 ZEY ZEE 2HNFLICL

Port forwarding settings

a0a0 loc alhost: 8080

e latata localhost: 3883

Define the listening port on your device that
maps to a port accessible from your
development machine. Learn more

I#| Enable port forwarding

pS|
=

oA

1t pC I

uin

2 282 ok,

46.1.2F 20| ZHYD ZTEA

DHY ZEA ZAE 0|F2 AE0AM X2 localhost 2 M & eHLICt

Ol RHtUOS| TZlS PC2l T2 =HQlstd 4 ASLIC
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http://jamesku.tistory.com/entry/%EC%9D%B8%ED%84%B0%EB%84%B7 %EC%9C%A0%ED%8B%B8
-Fiddler-%EC%82%AC%HEC%IA%AI%EB%B2%95-
%EC%82%B4%ED%8E%B4%EB%B3%B4%EA%B8%BOHTTP-%ED%8A%B8%EB%IE%I8%ED %94%BD
http://www.slideshare.net/taggon/fiddler-27055698

http://www.dsun.kr/23

http://blog.kinesis.kr/99

http://nuts84.tistory.com/28

http://www.codekin.com/?p=390

http://bcho.tistory.com/849

http://www.codekin.com/?p=390
http://egs41.tistory.com/entry/%ED%94%BC%EB%93%A4%EB%IF%ACKHEB%AT1%IC-%ED%I5%A0-
%EC%88%98-%EC%IE%B8%EB%8A%94-%EC%ID%BC-%EC%I7 %86 %EB%8A%94-%ECH%ID%BC
http://whoisit.tistory.com/378

http://nuts84.tistory.com/

https://www.casaba.com/products/x5s/



